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@ Do not post any personal

information online.

Things to keep private include: ,
® address

e email address

¢ phone number




Posting Plctures
an deos

Think carefully before posting any
@ photographs or videos of yourself online.

Once the image is online you cannot control
it.

Anyone may be able to see it, download it,
share it, or do whatever they want with it.




Privacy Settings

Take a good look at the privacy settings in
social media websites.

Make sure you have

your privacy settings
as high as you can.
This gives you control
over who can see,
and share things that
you post online.




Passwords

NEVER give out your passwords.

Choose passwords that are difficult to guess

@ - don't use things like your nickname, pet's
name or date of birth.

Change your passwords regularly.

Don't use the same password for all of your
online logins.




Making Friends
Online

Don't befriend people you don't know in real

Some people online

pretend to be someonjﬂ
they are not.




Meeting Up

NEVER meet up
with someone

you've met online.
If someone asks to
meet up tell your
parent, carer or
teacher.




Think very carefully about what you say
online.

@ It is very easy for someone to take something
the wrong way so be careful and thoughtful
with your comments.

If you wouldn't say it to someones face don't
say it online.




Respect Everyone

Many people online have different views and
you probably won't agree with them all.

@ That doesn't give you the right to be rude.

Respect other peoples views, even if you don't
agree with them.
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If you see something online that makes you
@ feel uncomfortable, unsafe or worried:

e |eave the website
e turn off your computer if you want to

e tell atrusted adultimmediately







